
LM Buyer sends invite to 
supplier

Obtain Multi-Factor 
Authentication

Log into Exostar Managed 
Access Gateway (MAG)

Create Exostar Trading Partner 
Manager (TPM) Profile

MAG User Guide

Credentialing for Exostar 
Applications

See TPM Registration 
Request Quick Reference 

Guide

Vendor Profile Creation/Management Cyber FAR/DFARS Applicability

Self attest to the applicability of 
DFARS 252.204-7012 

Requirements

Complete CCRA - Compliance 
Questionnaire in Exostar 

Supplier Management (SM)

See SM Supplier Guide
Review questions 2.0 and 2.1

To be compliant with DFARS 252.204-7012, 
The supplier must fill out the Exostar Cybersecurity Compliance and 
Risk Assessment (CCRA) – Compliance questionnaire and attest that 
all 110 NIST cybersecurity controls are implemented OR for 
controls not fully implemented, the supplier must have a 
documented Plan of Action and Milestone (POAM) in their System 
Security Plan (SSP). See questions 2.0 and 2.1 of the CCRA.

DFARS 252.204-7020 Requirements

Self Assess against NIST SP 800-171 
DoD Assessment Methodology

NIST SP 800-171 DoD 
Assessment Methodology

Submit Assessment Methodology 
Score to DoD Supplier Performance 

Risk System (SPRS) 

See page 4 for more 
details

Update Exostar CCRA- Compliance 
questionnaire to affirm the score 

was submitted.

Review questions 3.0, 
3.1, and 3.2 of the CCRA - 

Compliance 
questionnaire in Exostar

DFARS 252.204-7021 Requirements
Obtain CMMC status(es) and confirm 

in DoW Supplier Performance Risk 
System (SPRS) (Self or C3PAO)

SPRS CMMC 
documentation

Complete CCRA - Compliance in 
Exostar Supplier Management (SM)

See SM Supplier Guide
Review questions 4.0 and 

4.1

Suppliers must have the required CMMC Level or higher , 
to be awarded a contract/subcontract with CMMC (DFARS 252.204-
7021 dtd 10 Nov 2025) requirements. See CMMC Level 
Identification on page 2.

Self attest to the applicability of 
FAR 52.204-21 Requirements

https://portal.exostar.com/
https://portal.exostar.com/
https://www.myexostar.com/?ht_kb=mag-organization-administrator
https://www.myexostar.com/?ht_kb=mag-credentials
https://www.myexostar.com/?ht_kb=mag-credentials
https://www.myexostar.com/wp-content/uploads/2024/11/TPM-Registration-Request-Guide.docx
https://www.myexostar.com/knowledge-base/tpm-training-resources/
https://www.myexostar.com/knowledge-base/tpm-training-resources/
https://www.myexostar.com/knowledge-base/tpm-training-resources/
https://om-lmc.exostar.com/
https://www.myexostar.com/knowledge-base/supplier-management-training-resources/
https://www.acq.osd.mil/asda/dpc/cp/cyber/docs/safeguarding/NIST-SP-800-171-Assessment-Methodology-Version-1.2.1-6.24.2020.pdf
https://www.acq.osd.mil/asda/dpc/cp/cyber/docs/safeguarding/NIST-SP-800-171-Assessment-Methodology-Version-1.2.1-6.24.2020.pdf
https://www.acq.osd.mil/asda/dpc/cp/cyber/docs/safeguarding/NIST-SP-800-171-Assessment-Methodology-Version-1.2.1-6.24.2020.pdf
https://www.acq.osd.mil/asda/dpc/cp/cyber/docs/safeguarding/NIST-SP-800-171-Assessment-Methodology-Version-1.2.1-6.24.2020.pdf
https://www.sprs.csd.disa.mil/cmmc.htm
https://www.myexostar.com/knowledge-base/supplier-management-training-resources/


FCI Only?

CMMC Level Identification

US Government Contract to 

include State, Local, or Tribal?

Comply with the 15 FAR 52.204-21 

Requirements

Self Assess against and comply with 

the 17 CMMC L1 Requirements and 

report annually in SPRS

Self Assess against and comply with 

the 110 CMMC L2 Requirements and 

report annually in SPRS

Assess against and comply with the 

110 CMMC L2 Requirements and 

follow the L2 Assessment Process 

with a C3PAO. Annual Affirmation 

is required in SPRS

Assess against and comply with the 24 

CMMC L3 Requirements and follow 

the L3 Assessment Process with DCMA 

DIBCAC. Annual affirmation is 

required in SPRS 

Yes

No

Yes

Yes

Yes

Yes

No

No

No

Yes

Process 

Starts/Ends

Department of 

War?

FCI and CUI?

Contract 

Requirement for 

L2/L3 

Certification?

Contract 

Requirement for L3 

Certification?

Decision

Resources:

CMMC L1

• CMMC L1 Scoping Guide 

• CMMC L1 Assessment Guide

CMMC L2

• CMMC L2 Scoping Guide 

• CMMC L2 Assessment Guide

CMMC L3 

• CMMC L3 Scoping Guide 

• CMMC L3 Assessment Guide

Source: https://ndisac.org/dibscc/cyberassist/cybersecurity-maturity-model-certification/ 

Training document provided here: https://ndisac.org/dibscc/wp-content/uploads/sites/2/2026/01/DIB_SCC_Suppliers_Cyber_CMMC_Training_v4.0.ppt 

https://dodcio.defense.gov/Portals/0/Documents/CMMC/ScopingGuideL1v2.pdf
https://dodcio.defense.gov/Portals/0/Documents/CMMC/ScopingGuideL1v2.pdf
https://dodcio.defense.gov/Portals/0/Documents/CMMC/AssessmentGuideL1v2.pdf
https://dodcio.defense.gov/Portals/0/Documents/CMMC/AssessmentGuideL1v2.pdf
https://dodcio.defense.gov/Portals/0/Documents/CMMC/ScopingGuideL2v2.pdf
https://dodcio.defense.gov/Portals/0/Documents/CMMC/ScopingGuideL2v2.pdf
https://dodcio.defense.gov/Portals/0/Documents/CMMC/AssessmentGuideL2v2.pdf
https://dodcio.defense.gov/Portals/0/Documents/CMMC/AssessmentGuideL2v2.pdf
https://dodcio.defense.gov/Portals/0/Documents/CMMC/ScopingGuideL3v2.pdf
https://dodcio.defense.gov/Portals/0/Documents/CMMC/ScopingGuideL3v2.pdf
https://dodcio.defense.gov/Portals/0/Documents/CMMC/AssessmentGuideL3v2.pdf
https://dodcio.defense.gov/Portals/0/Documents/CMMC/AssessmentGuideL3v2.pdf
https://ndisac.org/dibscc/cyberassist/cybersecurity-maturity-model-certification/
https://ndisac.org/dibscc/cyberassist/cybersecurity-maturity-model-certification/
https://ndisac.org/dibscc/cyberassist/cybersecurity-maturity-model-certification/
https://ndisac.org/dibscc/cyberassist/cybersecurity-maturity-model-certification/
https://ndisac.org/dibscc/cyberassist/cybersecurity-maturity-model-certification/
https://ndisac.org/dibscc/cyberassist/cybersecurity-maturity-model-certification/
https://ndisac.org/dibscc/cyberassist/cybersecurity-maturity-model-certification/
https://ndisac.org/dibscc/wp-content/uploads/sites/2/2026/01/DIB_SCC_Suppliers_Cyber_CMMC_Training_v4.0.ppt
https://ndisac.org/dibscc/wp-content/uploads/sites/2/2026/01/DIB_SCC_Suppliers_Cyber_CMMC_Training_v4.0.ppt
https://ndisac.org/dibscc/wp-content/uploads/sites/2/2026/01/DIB_SCC_Suppliers_Cyber_CMMC_Training_v4.0.ppt


Indirect / Commercial Suppliers Handling LM Sensitive Information

Self attest if supplier handles LM 
Sensitive Information (i.e., LMPI, ECI, 

TPPI, PI, CUI/CDI)

Complete CCRA - Compliance in 
Exostar Supplier Management (SM)

See SM Supplier Guide
See question 5.0

To be Green, 
The suppliers must implement all Categories 1, 2, and 3 security 
controls identified in the CCRA – Risk survey. See LM Supplier 
Cybersecurity FAQ (questions 5 and 6)

Complete CCRA - Risk in Exostar 
Supplier Management (SM)

See SM Supplier Guide

https://www.myexostar.com/knowledge-base/supplier-management-training-resources/
https://www.lockheedmartin.com/content/dam/lockheed-martin/eo/documents/suppliers/cyber-qrg.pdf
https://www.lockheedmartin.com/content/dam/lockheed-martin/eo/documents/suppliers/cyber-qrg.pdf
https://www.myexostar.com/knowledge-base/supplier-management-training-resources/


Register with the System for 
Award Management (SAM) 

Account - Guide

Ensure N/CAGE is added to 
Procurement Integrated 

Enterprise Environment (PIEE)

Establish Electronic Business 
Point of Contact in SAM

Designate a Contractor 
Administrator (CAM) within the 
PIEE System. See Registration 

Guide

Submit DoD NIST Assessment 
Score into SPRS – NIST Quick 

Entry Guide

1

2

3

4

5

6

Validate Core Data (DUNS, 
N/CAGE, EITN, etc.)

Submit Registration – 
UEI/CAGE will be provided 

upon completion 
(10-15 days)

If not in PIEE, Contact 
Customer Support Center 1-

866-618-5988 or send an 
email to DISA Ogden.

Request for PIEE account with 
the Contractor Administrator 

Role

Request access to Supplier 
Performance Risk System 
(SPRS) Vendor User role

Request for SPRS account with 
the Vendor User Role

Calculate score using
NIST SP 800-171 DoD 

Assessment Methodology

Request a D-U-N-S Number via 
dnb.com

Foreign Entities

Request for an NCAGE Code via 
NATO

NATO Support and Procurement 
Agency (NSPA) will Forward 

NCAGE code information to U.S. 
CAGE Program Office. Time varies 

from country to country

PIEE/SPRS Registration and Submission

For DUNS and NCAGE, the legal 
business name and physical 

address must match exactly in 
both records.

DFARS 252.204-7020 / SPRS Registration 
and Submission Guide

https://www.rd.usda.gov/files/HI-SAMGuide.pdf
https://pieetraining.eb.mil/wbt/xhtml/wbt/portal/overview/vendorRegister.xhtml
https://pieetraining.eb.mil/wbt/xhtml/wbt/portal/overview/vendorRegister.xhtml
https://www.sprs.csd.disa.mil/pdf/NISTSP800-171QuickEntryGuide.pdf
https://www.sprs.csd.disa.mil/pdf/NISTSP800-171QuickEntryGuide.pdf
mailto:disa.global.servicedesk.mbx.eb-ticket-requests@mail.mil
https://www.acq.osd.mil/asda/dpc/cp/cyber/docs/safeguarding/NIST-SP-800-171-Assessment-Methodology-Version-1.2.1-6.24.2020.pdf
https://www.acq.osd.mil/asda/dpc/cp/cyber/docs/safeguarding/NIST-SP-800-171-Assessment-Methodology-Version-1.2.1-6.24.2020.pdf
https://www.acq.osd.mil/asda/dpc/cp/cyber/docs/safeguarding/NIST-SP-800-171-Assessment-Methodology-Version-1.2.1-6.24.2020.pdf
https://www.acq.osd.mil/asda/dpc/cp/cyber/docs/safeguarding/NIST-SP-800-171-Assessment-Methodology-Version-1.2.1-6.24.2020.pdf
https://www.dnb.com/duns-number/get-a-duns.html
https://eportal.nspa.nato.int/Codification/CageTool/home
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